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1 Introduction

nRF Thread Topology Monitor is a desktop application that connects to a Thread network through a serial
connection to visualize the topology of Thread devices. It allows you to scan for new devices in real time,
check their parameters, and inspect network processes through the log.

Supported devices

• nRF52840 DK (PCA10056)
• nRF52840 Dongle (PCA10059)
• nRF52833 DK (PCA10100)

Supported operating systems

• Windows (tested on Windows 10)
• Ubuntu Linux (tested on Ubuntu 18.04)
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2 Installing nRF Thread Topology
Monitor on Windows

nRF Thread Topology Monitor is installed from packages available for download on the nRF Thread
Topology Monitor download page.

Before you can install nRF Thread Topology Monitor on Windows, you must download and install nRF
Command Line Tools, which includes the SEGGER J-Link software. See nRF Command Line Tools.

To install nRF Thread Topology Monitor on Windows, complete the following steps:
1. Go to the nRF Thread Topology Monitor download page and download the package for your operating

system.
2. Extract the package.

The installation package includes the hex files required for displaying network topology.
3. Run the nRF_TTM executable file from the directory where you extracted the package.

Once you run the executable file, the application opens.
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3 Installing nRF Thread Topology
Monitor on Ubuntu Linux

nRF Thread Topology Monitor is installed from packages available for download on the nRF Thread
Topology Monitor download page, with additional configuration steps required specifically for Ubuntu
Linux.

Before you can install nRF Thread Topology Monitor on Ubuntu Linux, you must download and install the
following software:

• SEGGER J-Link software - download and install the software either from the SEGGER J-Link Software
page or from your distribution package manager.

• libgconf library - install the dependency using your package manager. For example, on Ubuntu, type
sudo apt-get install libgconf-2-4.

To install nRF Thread Topology Monitor on Ubuntu Linux, complete the following steps:
1. Go to the nRF Thread Topology Monitor download page and download the package for Ubuntu Linux.
2. Extract the package.

The installation package includes the hex files required for displaying network topology.
3. Make sure that you have permissions to access the /dev/ttyACM0 serial port. Complete the

following steps to grant permissions to the current user:

a. Run the following command to read the distribution-dependent group name: ls -l /dev/
ttyACM0

b. Add the current user to the group by running the following command for the Ubuntu group name
dialout: sudo adduser $USER dialout.

c. Log out and log back in to refresh the user credentials.
4. Run the nRF_TTM executable file from the directory where you extracted the package.
5. If you run nRF Thread Topology Monitor with sudo permissions, complete the following steps:

a. Close the tool window. At this point, the nRF_TTM storage directory has been created, which
includes files with information like the last configuration and node names.

b. Run the following command to avoid errors and gain user access to the files in the storage
directory: sudo chown -hR $USER ~/.config/nRF_TTM/.

c. Run the nRF Thread Topology Monitor nRF_TTM executable file again.

Once you run the executable file, the application opens.
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4 Connecting to a Thread topology

For nRF Thread Topology Monitor to attach the nRF device to the Thread network and send OpenThread
CLI commands over serial port, the nRF device must be programmed with the OpenThread CLI example
that is included in the the nRF Thread Topology Monitor package as a hexadecimal file.

To set up an nRF52840 DK, nRF52833 DK, or nRF52840 Dongle, complete the following steps:

1. Connect the development kit or dongle to the computer through the USB port. For development kits,
use the J-Link USB.

2. Locate the hex file for your nRF device in the hex directory at the nRF Thread Topology Monitor
installation path.
For example, for an nRF52840 Dongle, the file is called
nrf52840_xxaa_mbr_pca10059_usb.hex. The _usb and _uart variants of the DK files allow
for different serialization methods, with _usb that uses the nRF USB port (J3), which is located next to
the buttons on the DK.

3. Program the nRF device with the OpenThread CLI example:

• If you are using an nRF52840 Dongle, use nRF Connect Programmer and follow the steps described
in Programming the nRF52840 Dongle.

• If you are using an nRF52840 DK or an nRF52833 DK, use nrfjprog from nRF Command Line
Tools and run the following command with TTM_InstallFolder corresponding to your installation
directory path and nrf_device_name corresponding to the name of the _uart variant of the
hex file for your nRF device: nrfjprog -f NRF52 --program TTM_InstallFolder/
hex/nrf_device_name.hex --chiperase --reset.

For detailed information about flashing with nrfjprog, see Programming nRF5 SoCs with nrfjprog.

Note:  Use the CLI example's hexadecimal file provided in the nRF Thread Topology Monitor
package. The tool will not work if you flash the board with a different CLI example.

4. In the navigation bar, click Select serial port.

Figure 1: Navigation bar

The list of available virtual COM ports appears, one for each connected device.
5. Select the serial port of the device that you want nRF Thread Topology Monitor to use.

A notification in the log will inform you about the successful opening of the connection, and the status
indicator next to the button will light green.

Figure 2: Serial port selection indicator
6. In the Discovered devices panel, expand the Configuration drop-down menu and check that the

mandatory network parameters are correct.
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Connecting to a Thread topology

Figure 3: Configuration drop-down list

The following parameters in nRF Thread Topology Monitor must match your Thread network
parameters:

• Radio channel
• Network PAN ID (in hex)
• Network Master Key (in hex)

Other parameters, including Perform factory reset, are optional for configuration. See Discovered
devices panel description for detailed information.

7. In the Discovered devices panel, click Start scan to connect the nRF device to the Thread network and
to start polling nodes to get information on the current topology.
nRF Thread Topology Monitor starts to communicate with a node using OpenThread CLI by sending
commands described in OpenThread CLI Reference.

If the nRF device is the first device to join the Thread network, it becomes the Leader, as shown in the
following figure:
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Connecting to a Thread topology

Figure 4: First Thread Leader is connected

At this point, other Thread devices attach themselves to the network.

If there already are devices in the Thread network, the nRF device joins as an End Device, and then
becomes a Router within the network.

Eventually, nRF Thread Topology Monitor displays a topology that is similar to the following figure:

Figure 5: Topology panel with Thread nodes

You can interact with the topology nodes in the following ways:

• Use the mouse scroll to zoom in and zoom out of the network topology.
• Press the left mouse button and move the mouse around to move the network topology in the same

direction.
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Connecting to a Thread topology

• Click a node to select it and drag it to a different location within the topology view while keeping the
left mouse button pressed.

• Click a node to see its particular connections, which will appear as bolded out in the topology view
upon selection.

• Click a node to see its parameters in the Device parameters panel.
• After selecting a node, modify the device name label or ping the device using options in the Device

parameters panel. See Device parameters on page 14 for more information.
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5 Interacting with a Thread topology
node

After joining the network, nRF Thread Topology Monitor starts to periodically retrieve the current list of
Routers to ensure that the topology displays all nodes that you can interact with.

Each Router is polled using Thread's standard diagnostic messages (MGMT_DIAG.req). In response,
Routers in the network send their current link set (for the currently connected neighbors), child table, and
basic network parameters, such as network address or extended MAC address.

Eventually, nRF Thread Topology Monitor displays a topology that is similar to the following figure:

Figure 6: Topology panel with Thread nodes

To interact with a Thread topology node:

1. In the topology panel, select the node that you want to interact with by clicking on it.
The node connections to other nodes will be bolded out and the Device parameters panel will be
updated with information about the node.

2. In the Device parameters panel, click the Ping/Identify button to send a ping to the selected Thread
device.

Note:  If the Thread device uses the Thread BSP module, LEDs on this device start blinking.

3. In the Device parameters panel, change the name of the node in the Device Name and click the
Change Name button.
The name of the device will be changed in the topology view and saved to PC.

When you are done interacting with the nodes, click the Stop scan button in the Discovered devices panel
to stop scanning the topology and clear the topology view.
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6 nRF Thread Topology Monitor
overview

nRF Thread Topology Monitor allows you to select the serial port, scan for network devices, and tweak
several parameters. All these options are available from one application window, and most require
displaying network topology first.

The application window of nRF Thread Topology Monitor can be divided into navigation bar and panels,
which are described in the following sections.

Initially, no topology is displayed in the Topology panel. You must first discover the network as described in
Connecting to a Thread topology on page 7.

Navigation bar
In the navigation bar at the top, you can select the serial port from a drop-down menu.

Figure 7: Navigation bar

Once you select a serial port, you can scan for devices connected to it. The devices are displayed in the
Topology panel, where you can select them to see their parameters.

The status indicator to the right of the Select serial port drop-down list shows the connection status of the
selected device. The indicator is green when nRF Thread Topology Monitor has established connection to
the device.

Figure 8: Serial port selection indicator

Note:  nRF Thread Topology Monitor filters serial ports to show only those with J-Link or
OpenThread USB PIDs. If you use a custom board or firmware that is based on OpenThread CLI,
click the Show all button in the drop-down list when selecting the serial port.

To close the connection, click a different serial port name in the drop-down list or close nRF Thread
Topology Monitor.

Discovered devices
The Discovered devices panel allows you to customize the topology scanning process. For example, you
can narrow the scanning to display only a selection of network devices.

Figure 9: Discovered devices panel

You have the following actions available at start-up:
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nRF Thread Topology Monitor overview

• Start scan initiates the scanning for network devices. After the Thread network topology is displayed
in the Topology panel, this button changes to Stop scan, which interrupts the scanning for network
devices and clears the Topology panel.

• Clear resets the scanning results.
• Configuration drop-down menu allows you to define Thread network parameters for scanning.

Because nRF devices act as OpenThread CLI devices, you must configure several parameters before
scanning, as described in Connecting to a Thread topology on page 7.

Figure 10: Configuration drop-down list

The following basic Operational Dataset parameters must be configured before scanning:

Radio channel
This parameter specifies the radio channel used by the Thread network. The list allows to select a
value from 11 to 26 (inclusive).

Network PAN ID (in hex)
This parameter specifies the PAN ID of the Thread network in the hexadecimal format. For
example, abcd for 0xabcd, which is also the default value.

Network Master Key (in hex)
This parameter specifies the master key used for authenticating a device into the Thread network.
It is provided in the 32-byte format, for example 00112233445566778899aabbccddeeff, which is
also the default value.

The following Polling Parameters are optional when configuring the scanning:
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nRF Thread Topology Monitor overview

Polling interval
This parameter specifies how often an nRF device polls other nodes for information about their
status.

Note:  Keep the polling interval bigger (in seconds) than the total number of routers in the
network.

Timeout time
This parameter specifies the maximum time span between two responses to poll requests, after
which the node is removed from the network topology.

Additionally, you can select the Perform factory reset option either to complete a factory reset before the
attachment process or to use normal reset. Selecting this option has the following effects:

• It allows an nRF Thread device to change its Operational Dataset parameters.
• It forces a random choice of a new Extended Address during the factory reset procedure. The

application will ignore any custom or previously assigned label.

After you restart the application with the Perform factory reset option, the topology will disappear and
reappear after up to two minutes. This is because an nRF Thread device connected to the Thread Topology
Monitor must become a Thread Router to obtain all routing information. In the Thread protocol, only the
Leader of the network can allow a Child to become a Thread Router. If the Leader has been restarted and
some other Thread Routers exist in the network, they need to time out the previous Leader and elect a
new one.

Device parameters
The Device parameters panel lists information about the currently selected device and allows you to
interact with it.

Figure 11: Device parameters panel

When you select a device, the following information is updated in the Device parameters panel:
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nRF Thread Topology Monitor overview

• Extended Address displays the address of the device in the hexadecimal format.
• Short Address displays the shortened address of the device, with Child and Router IDs.
• Device Name displays the custom device name.

You can also use the following options in this section:

• Ping/Identify sends a ping to the Thread device that you select in the topology panel.

Note:  If the Thread device uses the Thread BSP module, LEDs on this device start blinking.

• Refresh updates information about the device before regular polling.
• Change Name allows you to modify the device name in the application.

Note:  nRF Thread Topology Monitor matches Extended Address with Device Name and stores
it in the persistent memory on the PC.

Log
The Log panel allows you to view the most important log events for the current nRF Thread Topology
Monitor session. The events are tagged with a timestamp.

Figure 12: Log panel

Clicking the Clear log button in the top-right corner of the panel erases all the information in the Log
panel.

Topology panel
The topology panel is initially empty. After the discovery of Thread nodes, it is populated with visual
representations of the nodes and connections between them.

Figure 13: Topology panel with Thread nodes
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nRF Thread Topology Monitor overview

While the visual representation of each node in the topology view is identical regardless of the hardware
you are using, the following color schemes are used for the Thread icon of each node type:

• Orange Thread icon represents the Leader device.
• Blue Thread icons represent Routers.
• Black Thread icons represent End Devices.

Moreover, connections are dotted with arrows to indicate one of the following communication link types:

• Router-to-router - indicated by two arrows in opposite directions.
• Router-to-end-device - indicated by one arrow. End Devices communicate through a single router and

cannot forward packets for other network nodes.

Figure 14: Topology panel with an End Device

You can interact with the topology nodes in the following ways:

• Use the mouse scroll to zoom in and zoom out of the network topology.
• Press the left mouse button and move the mouse around to move the network topology in the same

direction.
• Click a node to select it and drag it to a different location within the topology view while keeping the

left mouse button pressed.
• Click a node to see its particular connections, which will appear as bolded out in the topology view

upon selection.
• Click a node to see its parameters in the Device parameters panel.
• After selecting a node, modify the device name label or ping the device using options in the Device

parameters panel. See Device parameters on page 14 for more information.
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Legal notices
By using this documentation you agree to our terms and conditions of use. Nordic Semiconductor may
change these terms and conditions at any time without notice.

Liability disclaimer
Nordic Semiconductor ASA reserves the right to make changes without further notice to the product to
improve reliability, function, or design. Nordic Semiconductor ASA does not assume any liability arising out
of the application or use of any product or circuits described herein.

Nordic Semiconductor ASA does not give any representations or warranties, expressed or implied, as to
the accuracy or completeness of such information and shall have no liability for the consequences of use
of such information. If there are any discrepancies, ambiguities or conflicts in Nordic Semiconductor’s
documentation, the Product Specification prevails.

Nordic Semiconductor ASA reserves the right to make corrections, enhancements, and other changes to
this document without notice.

Life support applications
Nordic Semiconductor products are not designed for use in life support appliances, devices, or systems
where malfunction of these products can reasonably be expected to result in personal injury.

Nordic Semiconductor ASA customers using or selling these products for use in such applications do so
at their own risk and agree to fully indemnify Nordic Semiconductor ASA for any damages resulting from
such improper use or sale.

RoHS and REACH statement
Complete hazardous substance reports, material composition reports and latest version of Nordic's REACH
statement can be found on our website www.nordicsemi.com.

Trademarks
All trademarks, service marks, trade names, product names, and logos appearing in this documentation
are the property of their respective owners.

Copyright notice
© 2021 Nordic Semiconductor ASA. All rights are reserved. Reproduction in whole or in part is prohibited
without the prior written permission of the copyright holder.
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